ETTYIS

Leidbeiningar
um tilkynningu fravika
Eftirfarandi eru leidbeiningar fjarmalaeftirlits Sedlabanka [slands (fiarmalaeftirlitsins) vegna rafraenna tilkynninga um

fravik i rekstri eftirlitsskyldra adila. Fravikakerfid byggir 8 umgjord sem gildir um fravik samkveemt tilskipun (ESB)
2015/2366, um greidslupjonustu a innri markadnum (PSD2) sem var innleidd med 16gum 114/2021.

Hvad skal tilkynna

Tilkynna skal steerri fravik samkvaemt vidmidum i nedangreindri toflu. Tilkynna skal fravik ef prju eda fleiri atridi i
dalknum ,Laegra vidmid" eiga vid og/eda eitt atridi i dalknum ,Haerra vidmid”:

Skilyrdi Leaegra viomio Haeerra viomid
. ; ; >5% af venjulegu umfangi pjonustu og lengd atviks
Erl;ltf;” il AESED ISl SEm VR e | & il it >10% af venjulegu umfangi pjénustu eda > 50 m.kr.
> 1,5 m.kr og lengd atviks > 1 klst
> 500 og lengd atviks > 1 kIst eda > 5% af not-
Fjoldi notenda sem urdu fyrir ahrifum endum mikilv. pjonustu og lengd atviks > 1 klst > 5.000 eda > 10% af notendum mikilv. pjonustu
Nidritimi pjonustu > 2 klst
Brot & 6ryggisradstofunum Ja
Fjarhagsleg ahrif fraviks > 50 m.kr.
Stigmégnun vidbragda' Ja og liklegt ad neydaraaetlun verdi virkjud
Ahrif 4 adra EA eda mikilvaega innvidi Ja
Ahrif & ordspor Ja
Leidir atvikid til brots & ldgum? Ja
Framkvaemd

Steerri fravik i rekstri eftirlitsskyldra adila skal tilkynna til fjarmalaeftirlitsins i gagnaskilakerfi Sedlabankans:
https://gagnaskil.sedlabanki.is/?

Athugid ad ef um sérlega alvarlegt atvik er ad raeda ber ad hringja fyrst i snr. 665 7777
Par er ad finna fravikaskraningarform sem nota skal vid tilkynningar.

Regluleg Fravikatilkynning - fjarmalafyrirtaeki m -

l Sxekja eydublad }

Hvert staerra fravik skal tilkynna { prennu lagi og i 6ll skiptin nota sama skjalid. Peir adilar sem falla undir 16g nr. 114/2021
um greidslupjonustu (PSD2) skulu fylla formid Ut & ensku, en valfrjalst er fyrir adra eftirlitsskylda adila hvort peir noti
ensku eda islensku vid utfyllinguna. Framkveemdin skal vera eftirfarandi:

L Ef fraviki er flaggad vid framkvaemdastjéra eda efsta lag stjérnenda.

2 Leidi fravik i rekstri eftirlitsskylds adila til pess ad adilinn geti ekki uppfyllt krfur laga sem eiga vid um starfsemina skal senda tilkynningu.
Daemi um slikt gaeti verid tilfelli par sem stodvun tolvukerfis leidir til pess ad I6gbundin skyrsluskil berist ekki til eftirlitsstjornvalds.

3 Formin nefnast: Fravik-fft og Fravik-Iv fyrir fjarmalafyrirtaeki annars vegar og lifeyrissjédi og vatryggingafélog hins vegar.
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Upphafstilkynning

Innan fiégurra klukkustunda fré pvi ad atvik er flokkad sem steerra fravik skal fylla Ut rauda flipann i forminu og senda inn |
gegnum gagnaskilakerfid.

Hér fyrir nedan er deemi um utfyllingu fra banka um imyndada DDoS aras & hann:

Initial report within 4 hours after classification of the incident as major

Report date (DD/MM/YYYY) 432021 Time

(HH:MM)

A - Initial report

A 1- GENERAL DETAILS

Type of report

Type of report ‘ T i

Affected Financial Institution (SE) =

SE name Banki hff
SE national identification number 333333-2020

Head of group, if applicable
AT oE R E W Pr
3 oK I is mr RO
86 & R " N
o ES H [ig NO SE
a R s
(Country / countries affected by the incident A L s
HU K
L
u
[Primary contact person J6n Jénsson ‘ Email Pén@bankl is ‘ Telephone | 123 4567
Secondary contact person [ Email ‘ ‘ Telephone |
Reporting entity (complete this section if the reporting entity is not the affected SE in case of delegated reporting)
Name of the reporting entity
National identification number
Primary contact person ‘ Email ‘ ‘ Telephone |
Secondary contact person ‘ Email ‘ ‘ Telephone |
2 - INCIDENT DETECTION and CLASSIFICATION
Date and time of detection of the incident (OD/MM/YYYY, HHMM) 04/61/2021,6:20
Date and time of classification of the incident (DD/MM/¥YYy, HHMM)
The incident was detected by If"Other, please specify:
Type of Incident
sreach of High level of Other F or relevant
o . ! truct
Criteria triggering the major incident report Imp. Services Fl users Service security Economic ':S‘;';:‘M potentially Reputational impact
affected affected downtime measures impact
affected
[Ashort and general description of the incident Str DDoS aras sem vardi 14 Kist og blokkeradi netbanka og app bankans
Impactin other EU Member States, if applicable
s -
Reporting to other authorities ‘ If 'Yes', please specify: ‘CERMS

Fjarmalaeftirlitid mun stadfesta méttdku tilkynningar og gefa tilkynningunni nimer sem skra skal i skjalid (i blau og
greenu flipana).


mailto:jón@banki.is

Framvinduskyrsla

Innan priggja vinnudaga fra upphafstilkyn

ningu skal senda inn framvinduskyrslu um atvikid. Fylla skal Ut blaa flipann i

skjalinu og senda inn. Hér parf ad skrd nanari greiningu a atvikinu eftir bestu getu.

Report date (DD/MM/YYYY)
Incident reference code!

Reset dropdown
selections

L 1

Time (HH:MM)

B - Intermediate report
B 1- GENERAL DETAILS

More detailed description of the incident:

What is the specific issue?

How did the incident start?

How did it evolve?

\What are the consequences (in particular for payment service users)?

Was the incident communicated to payment service users?

If 'Yes', please specify:

Was it related to a previous incident/s?

If 'Yes', please specify:

Were other service providers/third parties affected or involved?

If 'Yes', please specify:

Was crisis management started (internal and/or external)?

If 'Yes', please specify:

Date and time of beginning of the incident
(if already identified) (DDMM/YYYY HH:MM)

Date and time when the incident was restored or is expected to be restored
(DDIMMIYYYY HH:MM)

Functional areas affected

["] Authentication/Authorisation [ Direct settlement
[ Indirect settlement

] other

[ communication

[ clearing

IF*Other’, please specify:

Changes made to previous reports

B 2 - INCIDENT CLASSIFICATION / INFORMATION ON THE INCIDENT

Transactions affected @

Impact level \
Number of transactions affected

/As a % of regular number of transactions
Value of transactions affected in EUR
Duration of the incident (only applicable to operational incidents)

annnn

Comments: [

Payment service users affected ©

Impact level [

Number of payment service users affected ‘ ‘ ‘

L« L Ll

Breach of security of network or information systems

As a % of total payment service users ‘ ‘ ‘

Describe how the network or information systems have been affected

: . ) g Hours: Minutes:
Service downtime . J Days:
Total service | | ‘ ‘ ‘
Impact level [ ﬂ
Economic impact Direct costs in EUR \ ‘ ﬂ
Indirect costs in EUR ‘ ‘ ﬂ
-
High level of internal escalation (PRI | e G R 2 T3, . ;
indicating if it has triggered or is likely to trigger a crisis mode (or equivalent) and if
s0, please describe
-
Other PSPs or relevant infrastructures potentially affected Describe how this incident could affect other PSPs
and/or infrastructures
=
Reputational impact Describe how the incident could affect the reputation of the PSP (e.g. media
publication of legal actions or infringements of law...)
3 - INCIDENT DESCRIPTION
Type of Incident ‘ j
|| Under investigation
[ Malicious action
|| Process failure
Cause of incident | system failure
] Human errors
] External events
[ Other If 'Other’, please specify:
Was the incident affecting you directly, or indirectly through a service provider? ad If 'Indirectly’, please provide the
service EfOVIdef'S name:
B 4 - INCIDENT IMPACT
. [ integrity ] Confidentiality
Overallimpact [ Availability [] Authenticity
Commercial channels affected || Branches || Telephone banking || Point of sale
|| E-banking || Mobile banking || other
[ E-commerce [ ATM™s

If ‘Other’, please specify:

Payment services affected

[] credit transfers || Money remittance

[] Direct debits

[] Cash placement on a payment account

[] Cash withdrawal from a payment account ["] Payment initiation

[] Operations required for operating a payment account [] card payments [[] Account information services

[ Acquiring of payment instruments [ Issuing of payment instruments

B 5 - INCIDENT MITIGATION

\Which actions/measures have been taken so far or are planned to recover from
the incident?

Have the Business Continuity Plan and/or Disaster Recovery Plan been
activated?
If S0, when? (DD/MM/YYYY HH:MM)

If so, please describe

|




Lokaskyrsla

Lokaskyrslu um fravikid skal skila innan 20 vinnudaga fra pvi ad fraviki telst loki®. Fylla skal Ut graena flipann i skjalinu og
senda inn.

Please select the type of report: within 20 working days after the submission of the

Please describe:

Report date (DD/MM/YYYY) 15.1.2021 Time (HH:MM) 09:00

Incident reference code 1S-210004

If no intermediate report has been sent, please complete also section B

C T - GENERAL DETAILS

Update of the information from the initial report and the intermediate report(s) - r r

changes made to previous reports

any other relevant information

5
Tessons learnt = § . -
Are all original controls in place? [Ye 1]
I "No", specify which controls and the additional period required for their v v
restoration r r =
.
C2 - ROOT CAUSE ANALYSIS AND FOLLOW UP
What was the root cause (if already known)? Malicious action Process fallure System failure Human error External event ther
A ¥ v ¥ v
Please specify: Tnformation gather- Deficient monitoring Hardware failure_ Network Unintended Failure of a_supp-
ing Intrusions and control failure  Database issues acti lier/technical service provi-
naction
Distributed/Denial of ~ C issues ion failure Insufficient
service resources Force majeure
Physical damage Other g
attack (D/Dos) Other Other
Operations
Deliberate internal
actions
Deliberate external Change management
physical damage Inadequacy of
Information context internal procedures
security Fraud Recovery
Other Other

If ‘Other’, please specify:

Other relevant information

Wi correcive ociions/measures (aken or planned (o prevent the icident
rom happening again in the future, if already known ) . o
ppening ag 4 Baett vid DDoS vornum fra taeknibirgja sem raedur vid steerri arasir

C 3 - ADDITIONAL INFORMATON

Has the incident been shared with other SEs for information purposes?

If *Yes', please provide details: ‘ Dreift &4 péstlista dryggisstora

Has any legal action been taken against the SE7

If Yes', please provide details: ‘

TRy e ~

Assessment of the effectiveness of the actions taken

Please provide details: ‘ Varnir n( naegar til ad taka steerstu arasir sem sést hafa innanlands

Endurskilgreining fraviks

Ef fravik hefur & einverjum timapunkti innan 20 daga eftir upphafstilkynningu, verid endurflokkad sem ekki staerra fravik
skal fylla Ut graena flipann og skila inn med merkingu um endurflokkun a fraviki med skyringu. Eftir pad parf ekki ad
skila frekari tilkynningum vegna fraviksins.

Ef fravik kldrast hratt, ma skila samtimis einni eda fleiri af ofangreindum skyrslum.

Please select the type of report: within 20 king days after the submission of the

Incident reclassified as non-major -

Report date (DOAMAYYYY) | | Time (HH:MM)
code |

Sameiginlegar tilkynningar fravika

Heimilt er ad veita taeknipjonustuveitendum umbod til ad tilkynna beint til fjarmélaeftirlitsins fravik sem verda hja
bjonustuveitanda og parf pa eftirlitsskyldur adili ekki ad gera pad. Gera parf skriflegan samning um petta & milli pjonustu-
veitanda og eftirlitsskylds adila og tilkynna til fjarmalaeftirlitsins.



